
4 Key Risks to Digital 
Workplace Communications

And why you need communications 
protection software to solve them
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The Current State of 
Workplace Communications
We’re in a world of building almost all of our 
professional relationships through a screen, sometimes 
via video, but most times through the written word. 
We’ve gone from remote work being a novel idea to it 
permeating every facet of our business lives, bringing 
on tools like Slack, Teams, WeChat, and Zoom in a 
here-to-stay format rather than a temporary fix. 

Forbes reports that the percentage of people working from 
home is expected to double in 2021. Furthermore, a recent 
Gartner survey of CFOs revealed that 74% of respondents 
plan to make remote work permanent for some employees 
even after the COVID crisis ends. CNBC reports, 
“Vaccinated or not, more than half of employees said 
that, given the option, they would want to keep working 
from home even after the coronavirus crisis subsides.” 

So, what risks do we need to consider now that 
we’re moving toward, at minimum, a hybrid in-
office, and work-from-anywhere environment? 
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The four key digital 
communications risks that 
we’re seeing are: 

1. Toxicity in the workplace

2. Blurred language boundaries 

3. Today’s cultural and political realities

4. The hidden cost of miscommunication 

This guide will dive deep into each of these risks 
providing an overview of our new landscape, as 
well as suggestions for how to manage them in your 
workplace to uphold strong employee connections 
and healthy cultures, whether you’re in the office, 
fully remote, or a combination of the two. 
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The annual estimated cost for workplace discrimination 
is $64 billion. Further, one study found that the average 
cost per employee in lost productivity and employee 
turnover related to sexual harassment is $22,500.  And, 
in 2019, the all-time record that employers paid out for 
sexual harassment violations as reported by the Equal 
Employment Opportunity Commission was surpassed by 
over $10 million. To add to the complexity, the COVID-19 
pandemic and resurgence of the #BlackLivesMatter 
movement in 2020 sparked by the murder of George 
Floyd exposed racially biased discrimination in hiring 
practices and around COVID-19 safety measures.

https://www.americanprogress.org/issues/lgbtq-rights/reports/2012/03/22/11234/the-costly-business-of-discrimination/
https://theconversation.com/the-real-cost-of-workplace-sexual-harassment-to-businesses-122107
https://www.fisherphillips.com/news-insights/sexual-harassment-payouts-hit-all-time-high-in-2019.html
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Remote Work Creates New, 
Potentially Unexpected Challenges
You’d think that the exodus from the traditional 
office and into the home would help reduce accounts 
of harassment, bullying, and overall toxicity.

The opposite is true. There are more channels—video 
calls, phone calls, text messages, chats—where remote 
work occurs, and many of them are unmonitored and 
occur outside of employer-sponsored platforms.

Becoming an avatar on a screen at work is similar to 
wearing the mask of a social media handle, leading 
people to writing things they might not say to someone’s 
face. People can be much more judgemental, cruel, and 
relentless online than they may be in person. Hiding behind 
their screens, many users feel empowered to push their 
opinions on others and forget that those they are attacking, 
on the other side of the screen, are people too. Twitter has 
even rolled out a feature that sends a warning message 
to people who sling offensive replies using their service to 
reduce the amount of harassing Tweets on their platform.

“When working from home, there 
are no witnesses that would 
otherwise call out or at least cast 
a watchful eye on inappropriate 
behavior. Without witnesses, 
cyberbullying, sexual harassment, 
and racial discrimination 
quickly arise and spread.” 

https://www.nbcnews.com/tech/social-media/twitter-begins-show-prompts-people-send-mean-replies-rcna839
https://www.nbcnews.com/tech/social-media/twitter-begins-show-prompts-people-send-mean-replies-rcna839
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How Much Does a Toxic Work 
Environment Impact Business?
The risks and consequences of enabling a toxic 
work environment are worse than you might think. 

 ◊ Negative Emotional Impact - Employees who 
experience or witness harassment are negatively 
impacted emotionally, leading to miscommunication, 
poor work, and high turnover. Their productivity is 
compromised, and loyalty becomes permanently 
damaged. One study found that toxic workplaces 
can triple employees’ risk of depression.

 ◊ Public Complaints - Disgruntled employees 
aren’t known to hide their feelings under a rock—
many look for an outlet to make their experience 
known. Negative employee reviews on sites like 
Glassdoor lower current company morale and 
impact a business’s ability to attract future talent. 

 ◊ Financial Costs - The financial cost of a toxic culture 
is devastating to a business. Harassment claims 
and discrimination settlements are expensive, 
painful, and can cause an avalanche of reputation 
shattering media and decreased business.

 ◊ Brand Impact - The brand impact can be 
downright fatal. Sponsors, partners, and 
customers will leave, some for good. Bad press 
could eclipse any previous brand goodwill.

That is a lot of risk.

https://www.technologynetworks.com/neuroscience/news/toxic-workplaces-can-triple-employees-risk-of-depression-350258
https://www.technologynetworks.com/neuroscience/news/toxic-workplaces-can-triple-employees-risk-of-depression-350258
https://time.com/5130340/kate-upton-guess-stock-price/
https://time.com/5130340/kate-upton-guess-stock-price/
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The Challenge to Managing Risk
If the risks are so bad, why aren’t more businesses 
taking steps to manage them? Obviously, some 
companies are, but it’s complicated—especially now. 

There are several barriers that prevent businesses 
from taking the steps they need to manage 
risks and stop them before they start.

Inclusion of All 

Rules and expectations must be established to 
create an inclusive environment. Many businesses 
stumble when trying to tackle how to be universally 
inclusive to remote, hybrid, and in-office employees 
alongside different genders, races, and abilities.

Power Dynamics 

Most businesses do not exist without a structure of 
hierarchy. Power dynamics are tricky but must be 
considered when putting procedures into place 
that can stop harassment and discrimination. 

Communication Tracking

Many businesses use 3rd party applications for 
both internal and external communications. Often, 
this means that there is no monitoring, recording, 
or tracking user communications which could 
cause compliance gaps when issues arise.
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Many of us type at the speed of thought. And, 
naturally, we’re less formal when we’re behind 
a screen sitting at home and working. Let’s 
face it. This wreaks havoc on our workplace 
communications if we don’t have some guidance. 

What we say verbally often doesn’t translate well to 
writing. Writing takes more thought, more finesse, and 
more care. The rules of language in writing are different. 
It’s why we have an APA Style Guide but not an APA 
Speaking Guide. When communicating verbally, language 
can bend more. When it’s written, it’s more rigid.  

There are consequences to this shift in an informal tone 
and writing in our workplace communications. Tone and 
language have always been tricky, but now that so much 
of our communication takes place in writing we’ve lost the 
benefit of vocal and non-verbal queues, causing a majorly 
blurry line between what we should and shouldn’t say. 
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When are language and tone in 
what we write at work an issue? 
The problems come when:

 ◊ your informal tone stands in the way 
of your career progression

 ◊ your true meaning is distorted or misconstrued

 ◊ formal compliance guidelines are broken

 ◊ your writing communication style is 
at odds with company policy

 ◊ you unintentionally hurt, exclude or stigmatize 
someone (especially easy to do now given all of 
the changes in our language and our culture)
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What Happens When 
You Confuse Spoken and 
Written Communication?
Using increasingly informal language and tone in 
our written communications can actually be risky 
business. When you’re IM’ing with family in one tab 
to set up weekend plans, and you’re also IM’ing 
your boss to plan the next merger and acquisition, 
it’s super easy to cross lines and forget who is 
who and which is which. This means it’s easy to 
write something completely inappropriate and 
potentially suffer some serious consequences.

The positive side to informal communication at 
work is that it helps with morale and can encourage 
the feeling of belonging for employees as well 
as a client or customer. There is a negative side, 
though. Especially when it comes to writing, delete 
being obsolete (because everything is stored 
somewhere), and the chance that something gets 
shared beyond its intended audience thanks to our 
ability to quickly forward, copy, screenshot, etc. 

How Can You Navigate 
The Blurry Lines?
At Fairwords, we make software that sits on your work 
desktop and prompts you to keep it professional. It’s 
designed to help you keep up with your company’s 
communications rules and standards while taking the 
burden off of you having to remember all of these 
changing standards. It’s in-the-moment guidance and 
training, like spellcheck, but for ethics and compliance.

The fact is, writing the wrong thing at work could 
get you more than a polite warning — it can 
get you fired, your company fined, sued, and 
major reputational damage if it goes public.

And because our communication instincts no 
longer serve us as well as they once did…there 
is Fairwords to make that line crystal clear.
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In the past, it was easy to distinguish what content 
belonged on which platform. Cute cat video: Facebook. 
Gorgeous food photo: Instagram. Riveting business article: 
LinkedIn. Quippy opinion about a political issue: Twitter. 
But, today, not so much. Today, everything is overlapping. 

There are far fewer boundaries around “appropriate 
topics” for any platform because we’re all living online. Yet, 
the shift in content has been most obvious on LinkedIn. 

The professional networking platform is full 
of content that may have once been deemed 
“unprofessional” and it begs the question: how 
are our professional conversations evolving and 
how can we keep up with the changing reality?
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What Does “Not Appropriate for 
Work” Mean? And Who Decides?
Digital platforms are where the majority of our 
conversations take place. Social media, email, and IM 
are all areas where  we work, and they’re also where 
we discuss issues that we might have saved for a 
lunch meeting with a co-worker who’s also a friend. 
We might post an article on LinkedIn discussing 
Diversity, Equity, and Inclusion, while also chatting 
about a local or national election in IM. These topics 
might have been considered inappropriate in written 
formats in the past, but today, where else would they 
be discussed? Remote and hybrid workplaces leave 
little choice when it comes to talking about these 
things on workplace communications channels. 

“That’s not appropriate for work” takes on a different 
meaning when something is discussed digitally. 
Basecamp saw this happen in their workplace when 
employees were discussing political issues in an 
IM channel. Their CEO deemed these discussions 
“unproductive” and banned all political conversations 
in chat. A controversial decision for a fully remote staff. 
So controversial in fact that 30% of the staff quit. 

Banning these topics isn’t realistic. Developing 
an approach to creating communications policies 
that foster a safe and inclusive environment is 
likely to result in a more positive outcome.
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Helping Your Organization 
Navigate Political Discussion
The fact of the matter is that conversations centered 
on anything political grow uncomfortable quickly. 
It’s no surprise some business leaders are choosing 
to avoid this reality instead of choosing to adapt to 
it. However, the opposite must be true in order to 
succeed, as discussed in an article by the Society for 
Human Resource Management (SHRM), “Senior leaders 
can no longer sit on the sidelines and ignore social 
justice issues in the workplace,” said LaToi Mayo, an 
attorney with Littler Mendelson P.C. in Lexington, KY. 

Historically, certain topics, such as race, religion and 
politics, were deemed off limits in the workplace, Mayo 
said, but conversations on these topics are now prevalent, 
particularly because of the widespread use of social media. 

“The fact is that employees are engaging in 
these discussions, and what happens outside the 
workplace does impact morale,” Mayo added.

3 Key Areas of Focus to Empower Employees 
to Successfully Navigate Political Discussions:

1. Start with senior leadership

2. Develop sound policies

3. Create a culture of trust
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4. The Hidden Cost of Miscommunication



2021 FAIRWORDS

PAGE 19

There are generational and demographic differences 
in our preferred communication. Some of us are more 
comfortable with technology than many of the people we 
work with. Many workers have adapted to asynchronous 
communication, while others demand real-time. All 
of these differences pose challenges and risks to a 
business and its employees when not addressed.

What happens when one person sees a 
communications channel as normal and convenient 
(and preferred), while another sees it as invasive 
and disrespectful? How do we get on the same 
page so we can avoid miscommunication?

When miscommunication occurs, it is more than a 
tiny blemish on your business’s reputation. It will cost 
your business in a multitude of ways. The cost of 
miscommunication can be financial, but it also often 
comes with an emotional charge, a loss in productivity, 
and stress. Employees become less engaged with too 
many messages and a lack of clarity. Morale can decline, 
and employee retention rates might dip because of the 
toll of poor communication. Business relationships with 
clients and partners can take a hit, too, when the lack of 
clarity cloaked in negativity reaches them—and it will.
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The Cost of Poor Communications study looked at 
400 large companies with 100,000 employees and 
found that the average loss associated with poor 
communication in the workplace was $62.4 million 
per year in each business. And it’s not just large 
businesses—small businesses with fewer than 100 
workers lose an average of $420,000 a year, according 
to author and communication expert Debra Hamilton.

What does that look like on a personal level? The 
Digital Crisis Communications Study surveyed almost 
2,000 office workers. They found that over 70% 
of participants experienced some form of unclear 
communication from their colleagues. This confusion 
leads to employees wasting an average of four 
hours per week due to poor digital communications, 
which adds up to an average annual amount of $188 
billion wasted across the American economy.

The bottom line? Poor communication is expensive. 
There are several approaches that businesses can 
take to curb the consequences and avoid the costs.

Miscommunication 
is Expensive
70% of workers 
experience some form of unclear 
communication from colleagues

4 hours
on average wasted per week due to 
poor digital communications

$188 Billion
wasted annually due to poor 
workplace communications

https://www.shrm.org/resourcesandtools/hr-topics/behavioral-competencies/communication/pages/the-cost-of-poor-communications.aspx
https://ericadhawan.com/wp-content/uploads/2021/05/The-Digital-Communication-Crisis.pdf
https://ericadhawan.com/wp-content/uploads/2021/05/The-Digital-Communication-Crisis.pdf


Establish Rules for Each 
Communication Channel
These days, work communication is divided between 
phone calls, video conferences, Slack (or other messaging 
platforms), email, and text messages. Did your co-worker 
share a link to the presentation via email, Slack, or text? 
Is that text message from your supervisor sharing an 
opinion, or is it a request for action? It can be confusing, 
time-consuming, and lead to errors of all kinds.

To reduce miscommunication costs, businesses should 
create norms around the best, most effective use of 
every communication channel. Map out protocols such 
as when to use specific channels, for what purpose, the 
expected response times, and what the expectations 
are. While some expectations might seem obvious, 
it’s helpful even to include rules like “mute yourself 
when you’re not speaking in a video meeting.”

For a great example of communication rules 
and operating expectations, check out this 
example from Harvard Business Review.

https://hbr.org/2021/05/did-you-get-my-slack-email-text
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When Are We Working?
With workplaces becoming more flexible, remote options 
galore, and team members scattered across time zones, 
it’s crucial to nail down when work hours happen. Not 
getting a timely answer is a form of miscommunication. 
That is why it’s essential to establish guidelines for 
when “work time” is and when it’s not. Those working 
from home might have experienced a situation where 
it feels like they are always working. That isn’t healthy 
either. Many of us are already feeling the effects of 
this after the past year. There’s also a cost to burnout, 
which is why clear expectations are so important.

It’s advised to make clear and reasonable work 
hours that are widely available and transparent. 
Everyone should figure out when it’s appropriate to 
contact others and when it’s not. Employees also 
need to notify others when their schedule strays 
from the norm or when they are out of the office.
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Don’t Forget the Context
Sometimes less is more, and sometimes less is… 
confusing. In digital communication, there can 
be a rush to “get to the point.” But by cutting 
the context, you could cause others to miss 
the point entirely. With digital communication, 
context is everything. Be clear, intentional, and 
include the required details for the recipient.

Assumptions are the enemy. Context illuminates what 
is important. It removes the chance of dangerous 
assumptions and puts meaning into the message. 
It deepens the understanding of the message so 
that straightforward communication happens, 
expectations are clear, and actions are taken.

 ◊ To set the context, put yourself in the other 
person’s shoes—what do they need to know to 
understand the message? Is there background 
information that is important to convey?

 ◊ Next, level the power dynamic. Without any 
context, people feel left in the dark, which creates a 
power imbalance and can make people defensive. 
Be open about how you know the information, 
and share as many details as appropriate.

 ◊ Lastly, welcome any questions. It’s 
advised to proactively check in and make 
sure that all questions are answered.
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Get Tools that Support 
Compliance
Digital communication is evolving so fast that 
it’s challenging to keep up with the pace.

Digital communication has become so broad 
and complicated that well-meaning mistakes 
are getting people into hot water. 

Technology like Fairwords unblures the lines 
and keeps employees and companies safe 
and on the straight and narrow, refining your 
communication and making it more efficient.

Avoid Miscommunication 
for the Win
Miscommunication is an expensive blunder that you 
can avoid. With transparency, clear rules, and the 
right tools, not only can you protect your bottom 
line, but you can also prevent employee stress and 
client frustrations and boost morale and efficiency. 
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6 Ways to Improve 
your Culture

1. Employee Training

2. The Toxic Culture Cleanse

3. Policies and Procedures

4. Communication Guidelines

5. Prevention Technology

6. Real-time Coaching 
and Training
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1. Employee  
training
Giving employees the tools 

they need to navigate and 

avoid situations that could 

turn into harassment or a 

discriminative situation takes 

coordination, time, and money.

2. The toxic culture 
cleanse
This is not an easy issue to 

navigate. Destructive company 

culture and toxic environments 

are often rooted in some pretty 

knotted-up issues, but companies 

have to start untangling those 

problems in order to cleanse 

themselves of a destructive 

culture. It’s well worth the effort to 

avoid the irrevocable damage that 

comes with bad company culture. 

3. Policies and 
procedures
The first step to building an 

inclusive and supportive culture 

is to review company-wide 

policies and procedures. Don’t 

have policies and procedures 

in place? You better get on it. 

They help establish expectations, 

guidelines, and the proper 

communications processes.
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4. Communication 
guidelines 
It’s not enough to just add remote 

communication tools to your 

company’s arsenal of applications. 

Everyone must use those tools in 

accordance with set expectations 

to efficiently, and effectively 

keep remote, hybrid, and in-

person employees in the loop.

5. Prevention 
technology 
Workplace communication 

gets complicated. There 

are technology solutions 

that can help. 

For example, Fairwords 

highlights language that is 

non-compliant and potentially 

harmful. It’s a gentle nudge to 

alert employees to anything that 

could amplify a less than ideal 

culture and helps businesses 

avoid costly litigation, negative 

press, and a culture disaster.

6. Real-time coaching 
and training 
You can’t do it alone. Most 

people aren’t born with the 

ability to jump in and lead a 

modern, multi-faceted culture 

that cleverly avoids every 

possible pitfall. Like most skills, 

it’s something that you learn over 

time. Businesses that emphasize 

learning, both from outside 

sources and internal training, 

are more likely to succeed and 

breed a positive culture. 



Elevate Your Company’s 
Digital Communications
The risks of poor digital workplace communications 
are high. Businesses that support a negative 
culture are on borrowed time and are sure to 
face a wall of legal settlements, bad press, 
decreased productivity, and loss of business. 

The rise of the digital era and remote 
work makes managing these risks even 
more complex. While there are challenges, 
investing in improvement pays off.  

We’re here to help. If you’d like to take 
a step in the right direction to help your 
company, get in touch with us today.

http://fairwords.com/contact


Want to learn more about how to reduce 
your risks of digital communications?

Get in Touch

http://fairwords.com/contact

